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Overview

Sensitive information is protected in NPSpecies through the interaction of 5 components: 

1) System-level infrastructure, hardware and software

2) Separate secure and public (non-secure) servers 

3) System-level logins/passwords to limit access and activities (privileges)

4) Interactive, record-level flagging of sensitive data records

5) Data release strategy

System Infrastructure, Hardware and Software

The system infrastructure, hardware and software include components such as data lines, routers, firewalls, operating systems, servers, and computer boxes.  These system level components are designed to work together to prevent unauthorized entry to the overall system and consequently, unauthorized access to sensitive data.  Because NPSpecies is part of an integrated system that includes other databases (NatureBib, Dataset Catalog and others), protection of sensitive data at this level is included in the overall design of the system infrastructure and is detailed in the system security plan being developed by the Systems Branch of the Natural Resource Information Division.

Separate secure and public servers

The servers define the path to the NPSpecies database.  NPSpecies will have 2 separate servers, and consequently 2 separate paths to the database: secure and public (non-secure).  Only those that possess a valid login/password can access the secure server.  In addition to limiting access, the secure server will also limit the activities (i.e. what the user can do with the data) depending on the interactions between login/password and the interactive flagging of sensitive data records as described below.  The public (non-secure) server does not have login/password requirements and can be accessed by anyone over the internet.  The public server will allow a user to view (no adding, editing, deleting or downloading data) only non-sensitive records.  Although the public server may technically be ready in late 2003, data will only be released on the public server as per the Data Release Strategy (see below).

Logins/passwords

Valid logins/passwords are required to access the database through the secure server.  A login/password is composed of 2 parts: access and activities.  “Access” dictates the data for one or more parks that the user has access to.  “Activities” dictate what the user can do with the data for the parks that are accessible.  There are 3 types of activities: read, author and edit.  Read allows only the viewing of data for the parks that are accessible.  Author allows the addition of new records for the parks that are accessible and the subsequent editing and deleting of only the records that were added.  Edit allows the addition of new records, and the deletion and editing of any records for the parks that are accessible.  By default, author and edit activities also include read activities.  The policies and procedures for applying for and receiving a login/password is contained in a separate document entitled “NPSpecies Logins/Passwords”.

Interactive, record-level flagging of sensitive data records

The most detailed protection of sensitive data is the interactive, record-level flagging of sensitive data records.  Each record that has sensitive data contains a “sensitivity” field so a user can mark the record as being sensitive.  The sensitivity field interacts with the login/password and server type to limit the data that a user has access to.  The sensitivity field applies to both the viewing and reporting functionality of NPSpecies.  There are 3 levels of sensitivity: Park-Only, NPS-Only and Public.

Park-Only: A records marked with Park-Only sensitivity will only allow users with a valid login/password for the secure server to have access to the record and to conduct the activities on the record as specified by the login.

NPS-Only: A record marked with NPS-Only sensitivity will allow any user with a valid login/password to have access to the record and to conduct the activities on the record as specified by the login.

Public: A records marked with Public sensitivity will allow any user to view the record over either the secure or public (non-secure) server.

All 3 sensitivity values are directly available to voucher and observation records in NPSpecies to protect sensitive (primarily locality) data.  Public and NPS-Only sensitivity values are available to reference citation records in the NPS Bibliography, NatureBib to protect possible sensitive data that may be mentioned in an abstract, for example.  The sensitivity values in NatureBib are automatically reflected in the NPSpecies database for those references that are linked to species records in NPSpecies.

Data Release Strategy

The Data Release Strategy refers to which data are released in what order and under what conditions.  The Data Release Strategy is a function of the implementation of the Quality Assurance Plan and NPS Policy.  For example, even though all the mechanisms above will protect sensitive data, one must know what actually is sensitive data (policy) and there must be enough time to implement the review and certification of data (QA) before sensitive data are truly protected.  The Data Release Strategy is currently in development and no data will be available over the public server until the strategy is complete and implemented.
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