Backup Strategies

It is extremely important to develop a backup strategy for recovering work files after simple computer accidents or full-blown disasters. Events such as losing a critical file or experiencing unexplained file corruption, a hard drive crash, or total system loss can bring work to a halt. It is difficult to watch a month's worth of creative effort disappear especially knowing that a little extra work the day before could have brought it back in minutes. Hopefully, the system will never fail, but it cannot be overstated that a little time and effort spent in anticipation is good insurance. The alternatives are disruption of work, missed deadlines, inability to fulfill commitments, data loss, or worse.

Planning

To understand what is involved in planning a backup strategy, create the scenario that a work computer is destroyed in a fire. A good backup strategy will allow the complete reconstruction of the system, directory structure, application files, and work files on another computer—and probably in less than two hours if another computer is immediately available. It would also be possible to restore to another computer just the files needed right away so work could continue until a complete restoration was possible. The key to remember is that the restoration will only be as current as the last backup; so if backups occur only once a week, a weeks' work may be lost. And since this hypothetical fire destroyed the computer, it is also likely that it destroyed any disks or data tapes stored along with it. Indeed, part of the backup strategy is determining a safe place to store the backup sets.

The Nature of the Files to be Backed Up

What is needed for a viable backup strategy for a work computer depends upon the way each person works. For example, a system where people edit and create lots of files and/or very large files every day needs a more rigorous backup plan than where the need is to backup an occasional letter. Another factor is the nature of the files to be backed up. Short memos or email may not need rigorous backups--especially if printed copies are on file. However, a long document or even a single page of a complex form may represent significant effort—so frequent backups are essential. Data files in particular are much less useful in printed form than on a computer where they can be accessed so they always need to be backed up after working on them. Consider the ease of file recovery when deciding on a backup strategy. Generally, the more complex the backup, the more difficult the restoration. An efficient backup strategy will minimize the amount of time spent on backups each day.

Restoring and Purging

The strategy of restoring following a major disaster follows two simple rules: 1) Restore from the oldest backup set forward to the newest 2) Restore from the most complete backup set to the least.

Here's how it would work. Starting with a bootable but otherwise empty hard drive, install the tape backup software and restore the last full tape backup to the system. Next, restore the last differential backup set (the software was reinstalled from tape). Finally, restore, from oldest to newest. If the backups were made correctly, the new system would be current to the end of the last work day. Compare that with how long it would take to even assess what had been lost if no backups existed to restore!

A good idea is to periodically test a backup by attempting to restore some files from it. Using the generic strategy also periodically frees purging or deletion of  the older, less comprehensive backup sets. For example, after a weekly differential backup, the individual daily backup set could be deleted. After a tape backup, both the previous week's daily files and the last differential backup can be deleted. Carefully consider the need for retaining multiple, serial backups of the system, and only maintain the purging schedule when the backup schedule is followed correctly.

After a system is in place, try it for a time and see how it works. After this test period, re-evaluate the backup strategy and adjust it as needed. 
Suggestions for a Backup Strategy

· Make a backup schedule and follow it.

· Files considered too trivial to back up usually take the least amount of time and space; so back them up anyway.

· Only purge old backup sets when the newer replacement has already been created.

· Keep copies of backup set—especially tapes and weekly differentials—in another building away from the computer.

· Periodically test the backups by attempting a selective restore.

· Adjust the backup strategy for maximum efficiency and protection. Remember, there is nothing (or everything) to lose!
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